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Baselnterceptor.java

package comtptj.denp. hg.tenpl ate. encrypt;

import com fr.base.io.Encrypt! CFil eProxy;

import comfr.base.io.lCFile;

inport comfr.file.FILE

import comfr.invoke. Reflect;

import com fr.|og. Fi neLogger Factory;

inport comtptj.deno. hg.tenpl ate. encrypt. ui.DecodeDi al og;
import comtptj.denp. hg.tenpl ate. encrypt. ui.SpEncryptAttrMark;

/*-k

* @aut hor

* @ersion 10.0

* Created by on 2021/9/12

**/

public class Baselnterceptor {
/**

*

* @aramfile

*/
public static void intercept4Edit(FILE file){
try {
file.aslnputStrean();
i f( !DenmpEncryptor. hasSecret() ){
return;
}
String secret = DenpEncryptor.getSecret();
secret = new DecodeDi al og(file, secret).getSecret();
DenpEncrypt or. set Secret (secret);
} catch (Exception e) {
Fi neLogger Fact ory. get Logger (). error (e, e. get Message());
}
}
/*-k

*

* @aramorigin

*/

public static void intercept4Save( Encryptl OFileProxy origin ){
ICFile report = Reflect.on(origin).get("file");
SpEncrypt AttrMark mark = report.get AttrMark(SpEncrypt AttrMark. XML_TAG) ;
if( null '= mark ){
DenpEncr ypt or. set Secret (mar k. get Secret());

}
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SpCptApp.java
package com fr. desi gn. mai nfrane. app;

inport comfr.file.FILE

import com fr. main.inpl.WrkBook;

import comtptj.deno. hg.tenpl ate. encrypt. Basel nterceptor;
import comtptj.tool.hg.dynan c.agent. source. AccessPoi nt;
import comtptj.tool.hg.dynam c.agent. source. Cont ext ;

inmport comtptj.tool.hg.dynam c. agent. source. Source;

import comtptj.tool.hg.dynan c.agent. version. Mbdul eReport;
import comtptj.tool.hg.dynam c.agent. version. Versi onChecker;

/**
* @ut hor
* @ersion 10.0
* Created by on 2021/9/11
* Cpt App#asl CFile cptU
**/
@/er si onChecker (val ue = 100202101011, |oader = Mdul eReport. cl ass)

@sour ce( Cpt App. cl ass)
public class SpCpt App extends Context {

@\ccessPoi nt

public WorkBook asl OFil e(FILE file, boolean needCheck) {
Basel nterceptor.intercept4Edit(file);
return null;

SpFormApp.java

package com fr. desi gn. nai nfrane. app;

import comfr.file.FILE

import comfr.form main. Form

import comtptj.deno. hg.tenpl ate. encrypt. Basel nterceptor;
import comtptj.tool.hg.dynam c.agent. source. AccessPoi nt;
inport comtptj.tool.hg.dynam c.agent. source. Cont ext;

import comtptj.tool.hg.dynam c.agent. source. Source;

import comtptj.tool.hg.dynam c.agent. versi on. Modul eReport;
inport comtptj.tool.hg.dynanm c.agent. version. Versi onChecker;

/**
* @ut hor
* @ersion 10.0
* Created by on 2021/9/12
* For mApp#asl| CFil e fornl
**/
@/er si onChecker (val ue = 100202101011, |oader = Mdul eReport. cl ass)
@sour ce( For mApp. cl ass)
public class SpFormApp extends Context {

@\ccessPoi nt

public FormaslCOFile(FILE file) {
Basel nterceptor.intercept4Edit(file);
return null;



SpEncryptlOFileProxy.java

package com fr. desi gn. mai nfrane. app;

inport com fr.base.io.Encryptl| CFil eProxy;

import comtptj.deno. hg.tenpl ate. encrypt. Basel nterceptor;
inport comtptj.tool.hg.dynanic.agent. source. AccessPoint;
import comtptj.tool.hg.dynan c.agent. source. Cont ext ;

import comtptj.tool.hg.dynam c.agent. source. Source;

inmport comtptj.tool.hg.dynam c. agent. version. Mbdul eReport;
import comtptj.tool.hg.dynan c.agent. version. Versi onChecker;

i nport java.io.QutputStream

/**
* @ut hor
* @ersion 10.0
* Created by on 2021/9/11
* Encrypt | OFi | eProxy#export
**/
@/er si onChecker (val ue = 100202101011, |oader = Mdul eReport. cl ass)
@sour ce( Encrypt | OFi | eProxy. cl ass)
public class SpEncryptl| OFi |l eProxy extends Context {

@\ccessPoi nt

publ i c bool ean export (Qutput Stream out) throws Exception {
Basel nterceptor.intercept4Save(getOrigin());
return fal se;



LifeCycle.java

package comtptj.denp. hg.tenpl ate. encrypt;

inport com fr.design.minfrane. app. SpCpt App;

import com fr.design. mainfrane. app. SpEncrypt | OFi | ePr oxy;

import com fr.design. nainfrane. app. SpFor mApp;

import comfr.intelli.record. Focus;

i mport com fr. plugin.context.Plugi nCont ext;

inmport com fr.plugin.observer.inner.AbstractPl ugi nLi fecycl eMonitor;
import comfr.record. anal yzer. Enabl eMetri cs;

import comtptj.tool.hg.dynam c.agent. base. Dynani cAgent;

/**

* @ut hor

* @ersion 10.0

* Created by on 2021/9/11

**/

@nabl eMetrics

public class LifeCycle extends AbstractPl uginLifecycl eMnitor {
public static final String PLUG N_ID = "comtptj.denp. hg.tenpl ate. encrypt.v10";
public static final String PLUG N_NAVE = "tenpl ate encrypt”;

@verride
@ocus(id = PLUG N_ID, text = PLUG N_NAME)
public void afterRun(Plugi nContext context) {
Dynami cAgent . get I nstance(). register(
new SpEncrypt | OFi | eProxy(),
new SpCpt App() ,
new SpFor mApp() ) ;
}

@verride
public void beforeStop(Plugi nContext context) {
Dynami cAgent . get | nstance().reset();

}

IOFileAttrMarkMenuHandler


https://wiki.fanruan.com/display/PD/com.fr.stable.fun.IOFileAttrMark
https://wiki.fanruan.com/display/PD/com.fr.design.fun.MenuHandler

SpEncryptAttrMark.java

package comtptj.denp. hg.tenpl ate. encrypt. ui;

inport comfr.json. JSONExcepti on;

import comfr.json. JSONObj ect ;

inport comfr.stable.StringUils;

import comfr.stable.fun.inpl.Abstract!l OFi | eAttrMark;
import comfr.stable.xm . XM.PrintWiter;

import com fr.stabl e.xnl . XM.abl eReader ;

/**

* @aut hor

* @ersion 10.0

* Created by on 2021/9/12

*-k/

public class SpEncryptAttrMark extends Abstract!| OFileAttrMark {
public final static String XM._TAG = " SpEncrypt AttrMark";

private String secret;

public String getSecret() {
return secret;

}

public void setSecret(String secret) {
this.secret = secret;

}

@verride
public String xm Tag() {
return XM__TAG

}

@verride
public void readXM.( XM.abl eReader reader) {
String tag = reader.get TagNane();
if( XML_TAG equal s(tag) ){
secret = reader.getAttrAsString("secret", StringUils. EMPTY);
}
}

@verride
public void witeXM.(XM.PrintWiter witer) {
witer.start TAGIXML_TAG) . attr("secret", secret).end();

}

@verride

public SpEncryptAttrMark clone() {
SpEncrypt AttrMark obj = (SpEncryptAttrMark)super.clone();
obj .secret = secret;
return obj;

}

@verride

public JSONObj ect createJSONConfig() throws JSONException {
JSONObj ect j son = super.creat eJSONConfig();
json.put("secret",secret);
return json;



MenuEncryptor.java

package comtptj.denp. hg.tenpl ate. encrypt. ui;

i nport
i mport
i mport
i mport
i mport

| **

com fr.design.fun.inpl.Abstract MenuHandl er;

com fr. desi gn. mai nfrane. Desi gner Cont ext ;

com fr.design. mainfrane. JTenpl at e;

com fr. desi gn. mai nfrane. t ool bar. Tool Bar MenuDockPI us;
com fr. desi gn. nenu. Short Cut;

* @ut hor
* @ersion 10.0
* Created by on 2021/9/12

*% [

public class MenuEncryptor extends Abstract MenuHandl er {
private static final int INSERT_POSITION = 2;
@verride

public int insertPosition(int i) {

}

return | NSERT_PGCSI TI ON;

@verride
public bool ean insert SeparatorBefore() {

}

return true;

@verride
public bool ean insertSeparatorAfter() {

}

return false;

@verride
public String category() {

}

return TEMPLATE;

@verride
public ShortCut shortcut(){

}

JTenpl ate tenpl ate = Desi gner Cont ext . get Desi gner Franme() . get Sel ect edJTenpl ate();
return shortcut(tenplate);

@verride
public ShortCut shortcut (Tool Bar MenuDockPl us plus) {

/] Tool Bar MenuDockPI us.
if (!(plus instanceof JTenplate)){
return null;

}
return new MenuEncrypt Action( (JTenplate)plus );

TemplateEncryptProvider

DemoEncryptor.java

package comtptj.denp. hg.tenpl ate. encrypt;

i mport
i mport
i nport
i mport
i mport

i mport
i mport

com fr.general . Cormonl Otils;

com fr.report.fun.inpl.Abstract Tenpl at eEncrypt Provi der;
com fr.security. SecurityTool box;

com fr.stabl e. CodeUtils;

comfr.stable.StringUils;

java.io. ByteArrayl nput Stream
java.io. | nputStream
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/**

* @ut hor

* @ersion 10.0

* Created by on 2021/9/12

*% [

public class DenpEncryptor extends Abstract Tenpl at eEncrypt Provi der {

public static final String TAG START = "----- Encrypt Start----- "
public static final String TAGEND = "----- Encrypt End----- ;

public static ThreadLocal <String> hol der = new ThreadLocal <String>();
public static ThreadLocal <l nteger> pos = new ThreadLocal <I nt eger>();
public static ThreadLocal <Bool ean> init = new ThreadLocal <Bool ean>();

public static void setSecret(String secret) {
hol der . set (secret);

}

public static String getSecret() {
return hol der.get();

}

public static bool ean hasSecret() {
return StringUtils.isNotEnpty(getSecret());

}

public static int getPos(){
return pos.get();

}

public static void setPos(int idx){
pos. set (i dx);
}

public static void initData(lnputStreamin){
init.set(true);
String data = StringUtils. EMPTY;
try{
data = Commonl QUtils.inputStrean2String(in);
if(!data.startsWth(TAG START)){
set Secret (StringUtils. EMPTY);
set Pos(-1);
return;

int end = data.indexOf ( TAG_END) ;
String part = data.substring(TAG START. |l ength(), end);
String sha = part.substring(0, 64);
String code = part.substring(64);
String secret = CodelUtils. passwordDecode("___ "+code);
if( !'CodeUtils. nd5Encode(secret, StringUils. EMPTY, " SHA-256"). equal s(sha) ){
set Secret (StringUtils. EMPTY);
set Pos(-1);
return;
}
set Secret (secret);
set Pos(end+TAG END. | ength());
}cat ch(Exception e){
set Secret (StringUtils. EMPTY);
set Pos(-1);

}

private String codePassword(){
String secret = getSecret();
String code = Codeltils. passwor dEncode(secret). substring(3);
String sha = CodeUtils. nd5Encode(secret, StringWils. EMPTY, " SHA- 256");
return sha+code;

}
@verride



public InputStream encode(lnputStreamin) {
if( !'hasSecret() ){
return in;
}
byte[] bytes = Commonl QUtil s.input StreanRBytes(in);
try{
String secret = getSecret();
String data = new String(bytes,"UTF-8");
data = TAG START +codePasswor d()+TAG_END+
Securi tyTool box. aesEncrypt ( data, secret);
return new Byt eArrayl nput St rean(dat a. get Byt es("UTF-8"));
}catch (Exception e){
return new Byt eArrayl nput St rean(bytes);
}
}

@verride
public I nputStream decode(l nput Streamin) {
byte[] bytes = Commonl OUtil s.input Strean2Bytes(in);
try{
if( !Boolean. TRUE. equal s(init.get()) ){
i ni t Dat a(new Byt eArrayl nput Strean{bytes));
}
if( !'hasSecret() ){
return new ByteArrayl nput Strean(bytes);
}
String data = new String(bytes,"UTF-8");
data = data.substring( getPos() );
data = SecurityTool box. aesDecrypt ( data, getSecret() );
return new Byt eArrayl nput Strean(data. get Bytes("UTF-8"));
}catch (Exception e){
return new Byt eArrayl nput St rean(bytes);
}

1.TemplateEncryptProviderIDThreadLocal
2.

3.

demo-template-encrypt
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	(1)、加解密——模板加解密

