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HttpAuthorizeProvider.java

package com fr. deci sion. fun;

import com fr.stable.fun. mark. Mut abl e;

/**

* http

*/

public interface HttpAuthorizeProvider extends Mitable {

String MARK _STRING = "Htt pAut hori zeProvi der";

int CURRENT_LEVEL = 1;

/**

* RSA

*/

Scope scope();

/**
*
* (@ar am user nane
* @aram i nput Passwor d
* @aram savedPassword
* @ar am hashPassword hash
* @eturn truefal se
*/
bool ean authorize(String usernane, String inputPassword, String savedPassword, String hashPassword);

/**

*

* @eturn truefal se

*/

bool ean aut horize(String uuid, String returnMessage);

enum Scope {
/**
* httpauthorize
*/
REPLACE,
/**
* http
*/
CHECK

HttpPassport.java

package com fr. deci sion. aut hori ze. i npl;

public class HtpPassport extends AbstractPassport {

private static final String PARAMETER NAME = "data";

@verride
publ i c bool ean checkTicket (String usernanme, String inputPassword, String savedPassword, String
hashPassword) {
Set <Ht t pAut hori zeProvi der > provi ders = ExtraDeci si onCl assManager. getlnstance().getArray
(Ht t pAut hori zePr ovi der . MARK_STRI NG) ;
for (HtpAuthorizeProvider provider : providers) {
if (HtpAuthorizeProvider.Scope. REPLACE == provider.scope()) {



bool ean result = provider. authorize(usernane, inputPassword, savedPassword, hashPassword);
if (result) {
return true;
}
}

}
String publicKey = getDecryptedPublicKey();

if (StringUtils.isNotBlank(publicKey)) {
String nessage;
String uuid = UUID.randonJUl D().toString();
try {
HashMap<String, String> para = new HashMap<String, String>();
Key key = SecurityTool box. string2Publi cKey(publicKey);
String data = SecurityTool box. encrypt (
request Text (user nane, inputPassword, savedPassword, hashPassword, uuid),
key
)
par a. put (PARAVETER_NAME, data);
message = SecurityTool box. decrypt (Htt pTool box. get (getUrl (), para), key);
} catch (Exception e) {
throw new RuntineException("Http Request Failed:" + e.getMessage());

}

bool ean result = checkMessage(uui d, nessage);
if (result) {
return true;

for (HtpAuthorizeProvider provider : providers) {
if (provider.scope() == HttpAuthorizeProvider. Scope. CHECK) {
result = provider.authorize(uuid, nessage);
if (result) {
return true;

}

}
}

return false;

}

private bool ean checkMessage(String uuid, String nessage) {
if (StringUils.isEnpty(message)) {
return false;
}
JSONObj ect data = new JSONObj ect (nmessage) ;
return dat a. opt Bool ean( SUCCESS_MARK) && uui d. equal s(data. optString(UUl D_FIELD));

}

private String requestText(String username, String password, String savedPassword, String hashPassword,

String uuid) throws Exception {

Map<String, String> nmap = new HashMap<String, String>();

map. put ("usernane", usernane);

map. put (" password", password);

map. put ("savedPassword", savedPassword);

map. put ("hashPassword", hashPassword);

map. put (UUI D_FI ELD, uuid);

Qoj ect Mapper mapper = new Cbj ect Mapper () ;

return mapper.witeVal ueAsString(map);

FR 10.0



Bl 5.1

BI 5.1.2
BI 5.1.3
plugin.xml

<extra-deci si on>
<Ht t pAut hori zeProvi der cl ass="your class nane"/>
</ extra-deci si on>

HttpPassport PassportcheckTickethttp

authorizeHttpPassportScopeREPLACEauthorize(String username, String inputPassword, String savedPassword, String hashPassword)true,httpPas
sportProviderHttpAuthorizeProvider#authorizefalsehttpScope CHECKauthorize(String username, String inputPassword, String savedPassword,
String hashPassword)httpauthorize(String uuid, String returnMessage)

demo-http-authorize-provider

open-JSD-7814

demo-auth-http


https://edu.fanruan.com/video/191
https://wiki.fanruan.com/display/PD/com.fr.decision.fun.PassportProvider
https://wiki.fanruan.com/display/PD/com.fr.decision.fun.PassportProvider
https://code.fanruan.com/hugh/demo-http-authorize-provider
https://code.fanruan.com/hugh/open-JSD-7814
https://code.fanruan.com/fanruan/demo-auth-http
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