(1)—

1lquery —— eg): URL webroot/decision?pl=v1&p2=v2&pn=vn ; URL webroot/decision?crypt=codel codel pl=v1&p2=v2&pn=vn
2query —— eg): URL webroot/decision?pl=v1&p2=v2&pn=vn ; URL webroot/decision?pl=codel&p2=code2&pn=coden

3body/header

GlobalRequestFilterProvider RequestParameterHandler
GlobalRequestFilterProvider

RequestParameterHandlerAPIAPIbodyheader

MD5\SHA256

/| ND5SAFR
| 1 BSAFRXp1p2

/ | SAFRSCT

/1 SA

func( Map paraneters )

/| par anet er surl

String query = sort(paraneters);

//sort

String SIGN = MD5( query + SCT + tinmestanp + tinmeout ) + tinestanp + tineout
/1ti mestanptineout

//BURL url ?query&si gn=SI GN
/1 FR

/1SIG{ nd5,tinestanp, tineout}
SIGN sign = getSign(req);

/1

if( isTineout( sign.tinestanp, sign.tinmeout, crtTimestanp ) ){
111
return StringUils. EMPTY;

}

/1 nmd5

/| par anmet er ssi gn

String query = sort(paraneters);

if( sign.md5 !'= MD5(query + SCT + sign.tinestanp + sign.tinmeout) ){
11
return StringUils. EMPTY;

}

11

return val ue;
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3DESAESRSAHMAC

| | AESSAFR
/| BSAFRXp1p2()

/ | SAFRSCT

/1 SA
func( Map paraneters )
for( Entry entry : parameters ){
entry. setVal ue( AES_E( entry.getValue(), SCT ) );

}
String query = toQuery(paraneters);

/1B url?query

/1 FR

/1

String val ue = req. get Paranet er (nane) ;
/1

return AES DX value, SCT );

GlobalRequestFilterProviderRequestParameterHandler

IDIDID

SAFR
BSASAp1=v1&p2=v2 FRX

STEP1 B URL_O SA X

STEP2 SA URL_O X

STEP3 SA | DT FRXID

STEP4 FR ID URL_P | D/ TOKENSA
STEP5 SAFRI DFR

STEP6 FR

demo-parameter-decodeMD5
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	(1)、加解密——参数加解密

