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SessionPrivilegeFilterProvider.java

package com fr.stable. fun;

import com fr.stable.fun. mark. Mut abl e;

import javax.servlet.http. HtpServl et Request;
i mport javax.servlet.http. HtpServl et Response;

| **

*/

sessionidentry.
sessi on, sessionid, sessionid.
cpt, BI, , provider

Created by Adm nistrator on 2016/ 6/ 24/ 0024.

public interface SessionPrivilegeFilterProvider extends Mutabl ef

String XM_L_TAG = "SessionPrivil egeFilterProvider";

int CURRENT_LEVEL = 1;
* res
* AppScanframe,

* res. set Header (" X- Cont ent - Type- Opti ons",
* res.set Header (" X- XSS-Protection", "1");

“nosni ff");

* res.set Header (" X- Frame- Opti ons”, "SAMEORIG N');

* res. set Header (" Content - Security-Policy",

* @eturn
*/

"inmg-src 'self' data;");

voi d addSecurityResponseHeader (H t pServl et Response res);

/*-k

* req, sessionid

* @aramreq http

* @aramres http

*/

void filterSession(HtpServl et Request req,

/*-k
* sessi oni dVD5,
*
* @ar am sessionl D sessionid
* @eturn sessionid
*/
String encodeSessi onl D(String sessionlD);

/*-k
* cookie
* @ar am cooki eStr cookie
* @eturn
*/
String encodeCooki e(String cookieStr);

/*-k

* cookie

* @ar am encodeStr

* @eturn

*/

String decodeCooki e(String encodeStr);

Ht t pSer vl et Response res);



FR 8.0

FR 9.0
FR 10.0
plugin.xml

<extra-core>
<SessionPrivil egeFilterProvider class="your class nane"/>
</ extra-core>

Set<SessionPrivilegeFilterProvider> set = PluginModule.getAgent(PluginModule.ExtraCore).getArray(SessionPrivilegeFilterProvider. XML_TAG);
Session

sessioninfoop9.0

10.0

void filterSession(HttpServietRequest req, HttpServietResponse res);
String encodeSessionID(String sessionID);

3

filterSession10.00p

encodeSessionliDsessionsessionsessionIDsessionIDsession

demodemo-session-privilege-filter-provider
SessionManageProcessor
ReportSessionHelpProvider

filter


https://code.fanruan.com/hugh/demo-session-privilege-filter-provider
https://wiki.fanruan.com/display/PD/com.fr.stable.fun.SessionManageProcessor
https://wiki.fanruan.com/display/PD/com.fr.report.fun.ReportSessionHelpProvider
https://wiki.fanruan.com/pages/viewpage.action?pageId=53124478
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