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WebUltils.java

package comfr.web. utils;

/**

* web

*/

public class WebUtils {

private WebUtils() {

}

/**

* HITP

*

* @aramreq HTTP

* @ar am par aNane

* @eturn

*/

public static String get HTTPRequest Par anet er (Htt pSer vl et Request req, String paraNane) {
return Networ kHel per. get HTTPRequest Par anet er (req, paraNane);

}

/**
*

*

* @aramreq HTTP
* @ar am par aNanes
* @eturn
*/
public static String get HTTPRequest Par anet er (Htt pSer vl et Request req, String... paraNanes) {
return Networ kHel per. get HTTPRequest Par anet er (req, par aNanes);
}

/**
* HITP
*
* @aramreq HTTP
* @ar am par aNane
* @eturn
*/
public static bool ean get HTTPRequest Bool Par anet er (Ht t pServl et Request req, String paraNane) {
return Networ kHel per. get HTTPRequest Bool Par anet er (req, paraNane);
}

| **

£ HTTP-1

*

* @aramreq HTTP



* @aram par aName

* @eturn

*/

public static int get HTTPRequest | nt Paraneter (Htt pServl et Request req, String paraNane) {
return get HTTPRequest | nt Paranet er (req, paraNane, -1);

}

| *x*

* HITP

* @aramreq HTTP
* @ar am par aNane

* @ar am def aul t Val ue

* @eturn reqdefaul tVal ue
*/

public static int get HTTPRequest| nt Paraneter(HttpServl et Request req, String paraNane, int defaultValue) {

return NetworkHel per. get HTTPRequest | nt Par anet er (req, paraNanme, defaul tVal ue);
}

| **
*

*

* @aramreq HTTP
* @eturn
*/
public static String getReportTitleFronRequest (HttpServl et Request req) {
String title = WebUtil s. get HTTPRequest Par anet er (req, Paraneter Constants. VI EW.ET);

if (title == null) {
title = WebUtil s. get HTTPRequest Par anet er (req, Paraneter Constants. VI ENLETS);
}

if (title == null) {
title = WebUtils. get HTTPRequest Par anet er (req, Paranet er Const ant s. REPORTLET) ;
}

if (title == null) {
title = WebUtils. get HTTPRequest Par anet er (req, Paranet er Const ant s. REPORTLETS) ;
}

if (title == null) {
title = WebUtils. get HTTPRequest Par anet er (req, Paranet er Const ants. RESULTLET) ;

}
return title;
}
/**
* Servel t

*

* @aramreq HTTP

* @eturn URL

*/

public static String createServl et URL(Htt pServl et Request req) {
return NetworkHel per.createServl et URL(req);

}

| **

* @aramres HITP

* @eturn

* @hrows | CException

*/

public static PrintWiter createPrintWiter(HtpServletResponse res) throws | OException {
return NetworkHel per.createPrintWiter(res);



* @aramreq HITP
* @aramres HITP
* @aram dat a
* @hrows Exception
*/
public static void flushSuccessMessageAut oC ose(H t pServl et Request req, H tpServletResponse res, JSONObj ect
data) throws Exception {
WebUtils. print AsISON(res, data);
}

/**

* JSON

* @aramreq HITP
* @aramres HITP
* @aram dat a
* @hrows Exception
*/
public static void flushSuccessMessageAut oCl ose(Htt pServl et Request req, HttpServl et Response res, JSONArray
data) throws Exception {
WebUtils. print AsJSON(res, data);
}

/**

* JSONwriter

*

* @aramreq HTTP

* @aramres HTTP

* @aramwiter

* @aram data

* @hrows Exception

*/

public static void flushSuccessMessage(HttpServl et Request req, HttpServl et Response res, PrintWiter witer,
JSONArray data) throws Exception {

witer.print(data.toString());
}

/**

* JSONwriter

*

* @aramreq HTTP

* @aramres HTTP

* @aramwiter

* @aram data

* @hrows Exception

*/

public static void flushSuccessMessage(Ht t pServl et Request req, HtpServl et Response res, PrintWiter witer,
JSONObj ect data) throws Exception {

witer.print(data.toString());

}

/ * %
*
* @aramreq HTTP
* @aramres HTTP

* @aram error Code
* @aram description
* @hrows Exception
*/
public static void flushFailureMessageAut oCl ose(Htt pServl et Request req, HttpServl et Response res, int
errorCode, String description) throws Exception {
flushFai |l ureMessageAut oCl ose(req, res, errorCode, description, null);

}
/ * %
*
*
* @aramreq HTTP
* @aramres HTTP

* @ar am error Code



* @aram description
* @ar am conpati bl eDat a
* @hrows Exception
*/
public static void flushFailureMessageAut oC ose(Htt pServl et Request req, HttpServl et Response res, int
errorCode, String description, JSONObject conpatibleData) throws Exception {
if (StringUtils.isEnpty(description)) {

throw new I| | egal Argurment Excepti on(" The description of error code cannot be enpty!");
}
WebUti|s. print AsJSON(res, generat eError CodeObj ect (error Code, description, conpatibleData));
}
/**
*
* @aramreq HTTP

* @aramwiter
* @ar am error Code
* @aram description
* @ar am conpati bl eDat a
* @hrows Exception
*/
public static void flushFailureMessage(Ht tpServl et Request req, PrintWiter witer, int errorCode, String
description, JSONObject conpatibleData) throws Exception {
if (StringUtils.isEnpty(description)) {
throw new I | egal Argurment Excepti on(" The description of error code cannot be enpty!");
}
writer.print(generateErrorCodeObject(errorCode, description, conpatibleData).toString());
}

private static JSONCbj ect generateError CodeCbject (int errorCode, String description, JSONObject
conpati bl eData) throws Exception {
JSONOhj ect data = JSONObj ect. create().put("errorCode", errorCode).put("errorMg", description);
if (conpatibleData != null) {
Iterator it = conpatibl eData. keys();
while (it.hasNext()) {
String key = General Utils.objectToString(it.next());
dat a. put (key, conpati bl eDat a. get (key));

}
}
return data;
}
/*-k
*
* @aramres HTTP
* @ar am char set Nane
* @eturn
* @hrows | CException
*/
public static PrintWiter createPrintWiter(HtpServletResponse res, String charsetName) throws | OException
{
return NetworkHel per.createPrintWiter(res, charsetNane);
}
/**
* JSON

*

* @aramres HITP
* @aramjo JSON
* @hrows Exception
*/
public static void printAsJSON(HttpServl et Response res, JSONObj ect jo) throws Exception {
printAsString(res, jo.toString());
}

| *x*

* JSON

*

* @aramres HITP



* @aramja JSON
* @hrows Exception
*/
public static void printAsJSON( Htt pServl et Response res, JSONArray ja) throws Exception {
printAsString(res, ja.toString());
}

/**

* JSON

*

* @aramres HITP

* @aramjo JSON

* @hrows Exception

*/

public static void printAsString(HttpServl et Response res, String jo) throws Exception {
PrintWiter pw = WbUtils.createPrintWiter(res);
pw. print(jo);

pw. fl ush();
pw. cl ose();
}
/**
* JSON

*

* @ar am obj ect
* @eturn JSON
* @hrows JSONException
*/
public static Object object2JSONabl e(Object object) throws JSONException {
/'] al ex: Dat el mage, JSON
return obj ect 2JSONabl e(obj ect, -1, -1);

}

/**

* JSON

* @ar am obj ect
* @aramcel lwidth k
* @aram cel | height g
* @eturn JSON
* @hrows JSONException
*/
public static Object object2JSONabl e(Object object, int cellwidth, int cellheight) throws JSONException {
if (object instanceof Date) {
return new JSONObj ect (). put("date_m |liseconds", new Long(((Date) object).getTine()));
} else if (object instanceof |mage) {
if (cellheight > 0 & cellwidth > 0) {
return Attachnent Hel per. addAttachment ((1 nage) object, Attachment Hel per. DEFAULT_| MAGE_FORNAT,
cellwidth, cellheight, AttachnentScope. DEFAULT).toConfig();
} else {
return Attachnent Hel per. addAttachment ((1 nage) object, Attachment Scope. DEFAULT).toConfig();
}
} else if (object instanceof Double) {
if (((Double) object).islnfinite() || ((Double) object).isNaN()) {
return General Utils. objectToString(object);

} else if (object instanceof Float) {
if (((Float) object).islnfinite() || ((Float) object).isNaN()) {
return General Utils. objectToString(object);
}
} else if (object instanceof FArray) {
return object;

}
return JSONHol der . hol d( obj ect);

* (@aram resource



* @aram response HITP
* @hrows | CException
*/
public static void deal WthTenpl ate(String resource, HttpServletResponse response) throws | CException {
writeQut Tenpl ate(resource, response, java.util.Collections. EMPTY_MAP);

* (@aram resource
* @aram response HITP
*  @ar am map
* @hrows | OException
*/
public static void witeCQutTenplate(String resource, HtpServletResponse response, Map map) throws
| CException {

/| debugj scss
if (StableUtils.isDebug()) {

St abl eFactory. refreshTypeStyl eFil es();

St abl eFactory. refreshJavaScriptFiles();
}
PrintWiter witer = WbUtils.createPrintWiter(response);
/ / bug45146webl ogi ¢/ r esi ncont ent Typecont ent Typet ext/ ht m r esour ce
WebUti | s. set Resour ceCont ent Type(resource, response);
Tenpl ateUtils. deal Wt hTenpl ate(resource, witer, map);
witer.flush();
witer.close();

}

/**
* @leprecated use {@ink BaseWebUti | s#i nval i dResour cePat h} i nstead.
* */
@eprecat ed
public static bool ean invalidResourcePath(String resourcePath) {
return BaseWebUtil s.inval i dResourcePat h(resourcePath);

* @aram resour ceNanme
* @aramres http
* @eturn
*/
public static ResourceType set ResourceContent Type(String resourceNane, HttpServl et Response res) {
if (StringUtils.isBlank(resourceNane)) {
return ResourceType. NONE;
}

return get ResourceType(res, resourceNane.tolLowerCase());

}

private static ResourceType get ResourceType(HttpServl et Response res, String |owerNane) {

String charset = ServerConfig.getlnstance().getServerCharset();
if (IowerNanme.endsWth(".png")) {
res. set Cont ent Type("i mage/ png");
} else if (lowerName.endsWth(".gif")) {
res. set Content Type("i mage/ gi f");
} else if (lowerNanme.endsWth(".jpg")) {
res. set Cont ent Type("i nage/j peg");
} else if (lowerNanme.endsWth(".js")) {
res. set Content Type("text/javascript;charset=
return ResourceType. FI LE;
} else if (lowerNanme.endsWth(".json")) {
res. set Content Type("text/plain;charset=" + charset);
return ResourceType. FI LE;
} else if (lowerNanme.endsWth(".mp")) {
return ResourceType. FI LE;
} else if (lowerNane.endsWth(".css")) {

+ charset);



res. set Cont ent Type("text/css; charset ="'
return ResourceType. Fl LE;

} else if (lowerName.endsWth(".xm")) {
res. set Content Type("text/xm ;charset=" + charset);
return Resour ceType. NONE;

} else if (lowerName.endsWth(".swf")) {
res. set Cont ent Type("appl i cati on/ x- shockwave-fl ash");

} else if (lowerNanme.endsWth(".jnlp")) {
res. set Content Type("application/x-java-jnlp-file");

} else if (lowerNanme.endsWth(".xls")) {
res. set Cont ent Type("application/vnd. ns-excel ");

} else if (lowerNane.endsWth(".exe")) {
res. set Cont ent Type("appl i cati on/ x- nedownl oad") ;
res. set Header ("ext ensi on", "exe");

+ charset);

res. set Header (" Cont ent - di sposi tion", "attachnent; fil ename=Acrobat Reader. exe");

} else if (lowerName.endsWth(".ttf")) {
res. set Content Type(".ttf");
} else if (lowerNanme.endsWth(".eot")) {
res. set Content Type(".eot");
} else if (lowerNanme.endsWth(".woff")) {
res. set Content Type(".woff");
} else if (lowerName.endsWth(".cur")) {
res. set Content Type(".cur");
} else if (lowerNanme.endsWth(".htc")) {
res. set Cont ent Type("t ext/x-conponent");
} else if (lowerNanme.endsWth(".htm")) {
res. set Content Type("text/htm ; charset=" + charset);
return ResourceType. FI LE;
} else {
res. set Content Type("text/htm ; charset=" + charset);
return Resour ceType. NONE;

}
return ResourceType. OTHER,
}
/*-k
* mip

*

* @aramreq HTTP

* @eturn map

* @hrows Exception

*/

public static Map createSessi onl DParanmet er Map( Htt pSer vl et Request req)
HashMap paraneter Map = new HashMap();

Enuner ati on paranet er Nanes = req. get Paranet er Nanes() ;

whi | e (paranet er Nanes. hashor eEl ement s()) {
String paraneterNane = (String) paraneterNanes. next El enent ();
/1 "reportlet”,.
if (StringUtils.isBlank(paraneterNane)) {

conti nue;

}

/1

if (isSpecificParaneters(paraneterNane)) {
conti nue;

}

/1 Encoding text.

par anet er Map. put ( par anet er Nane, WebUti | s. get HTTPRequest Par anet er (req, paraneter Name));

}

return paraneter Map;

}

private static bool ean isSpecificParameters(String paraneterNanme) {

return "reportlet”. equal sl gnoreCase(paraneterNane) || "fornat".equal sl gnoreCase( paranet er Nane)

equal sl gnor eCase( par anet er Nane) ;

}

| **

throws Exception {

"op".



* carl: Map
* json

* <p/>
* 'vhp

* @ar am par anmivap map
* @eturn Map
*/
public static Map<String, Object> deal WthExecut eParanmvap(Map<String, Object> paramvap) {
/] al ex: execut eMap, Map, sessi onl DI nf or Map,
Map<String, Object> map4Execute = new HashMap<String, Object>();
if (paramvap !'= null) {
for (String key : paramap. keySet ()) {
oj ect ob = paranap. get (key);
/'l richer:JSONObj ect
if (ob instanceof JSONObject) {
for (Map.Entry<String, Cbject> entry : (JSONObject)ob) {
String name = entry.getKey();
map4Execut e. put (nanme, ((JSONObj ect) ob). getVal ue(nane));

}
}
map4Execut e. put Al | ( par anmvap) ;

}

/] renmobve server paraneters
for (int i =0; i < ParaneterConstants.ALL.length; i++) {
map4Execut e. renove( Par anet er Constants. ALL[i]);

}

return map4Execut e;

| *x*

* webget Real Pat h
* @aram servl et Cont ext the servl et Cont ext
* @eturn return the WEB-INF Path
*/
public static String get Webl NFPat h( Ser vl et Cont ext servl et Context) {
return BaseWebUt il s. get Webl NFPat h( ser vl et Context);
}

/**
* rTHp
*
* @aramreq
* @eturn map
*/
public static Map<String, Object> paraneters4Sessionl Dl nf or Cont ai nMPCache( Htt pServl et Request req) {
Map<String, Object> nap = paraneters4Sessionl D nfor(req);
Ht t pSessi on session = req. get Sessi on(fal se);
if (session != null) {
Qoj ect info = session.getAttribute(ParaneterConstants. __MPCACHEID__);
if (info!=null) {
Map<String, Object> tMap = (Map<String, Object>) info;
map. put Al l (t Map) ;
session. renoveAttri but e(Paranet er Constants. _ MPCACHEID ) ;

}

return nap;

}

/**
* HTTPSer vl et Request, Map, , Sessi onl DI nf or

*

* @aramreq (g
* @eturn map c



*/
public static Map<String, Object> paraneters4Sessionl D nfor(HttpServl et Request req) {
Map<String, Object> paraneterMap = new HashMap<String, Cbject>();
if (req == null) {
return paraneter Map;
}
ExtraCd assManager Provi der pl ugi nProvi der = Pl ugi nMbdul e. get Agent ( Pl ugi nMbdul e. ExtraCore) ;
Request Par anet er Col | ector collector = null;
if (pluginProvider !'= null) {
col l ector = pluginProvider. get Si ngl e( Request Par anet er Col | ect or. XM_._TAG) ;

if (collector == null) {
col l ector = Defaul t Request Paranet er Col | ector. getl nstance();

}

par armet er Map. put Al | (col | ect or. get Par anet er sFronfSessi on(req));

par amet er Map. put Al | (col | ector. get ParanmetersFromAttribute(req));

par anet er Map. put Al | (col | ect or. get Par anet er sFronPar aneter(req));

par armet er Map. put Al | (col | ect or. get Par anet er sFr omJSON(r eq, par anet er Map) ) ;
par amet er Map. put Al | (col | ect or. get Par anet er sFronReql nput Strean(req));

/1 denny:
par amet er Map. put (Constants. __LOCALE__, WebUtils.getlLocal e(req));

/1 carl:urlsession
/1
if (paraneterMap. get (Paranet er Constants. REDI RECT_FROV) == null) {
String[] FILTER_PARAVS = BaseSessi onFi | t er Par amet er Manager . get Fi | t er Par anet ers() ;
for (int i =0; i < FILTER PARAMVS. | ength; i++) {
par armet er Map. renove( FI LTER_PARAMS[ i ]);

}
}
Si npl eUser user = get Current Sinpl eUser FronRequest (req);
if (user == null) {
return paraneter Map;
} else {
deal Wt hDetai | User I nfo(user, UserlnfoHandl eFactory. get UserDetail | nfo(), paraneterMp);
}
return paraneter Map;
}
/**
* n«ap
*/

private static void deal WthDetail User | nfo(Si npl eUser user, UserDetaillnfo userDetaillnfoHandl er,
Map<String, Object> paraneterMp) {
String username = user.getUsernane();
String displayName = user. get D spl ayNanme();
par amet er Map. put ( Par anet er Const ant s. FI NE_USERNAME, user nane) ;
par anet er Map. put ( Par amet er Const ant s. FI NE_OLD_USERNAME, user nane) ;
par amet er Map. put ( Par anet er Const ant s. FI NE_DI SPLAY_NAME, di spl ayNane) ;
if (userDetaillnfoHandler !'= null) {
FArray depAndPost = userDetail | nfoHandl er. get Depart nent AndPost (user nane) ;
FArray custonRol e = userDetail | nfoHandl er. get Cust onRRol e(user nane) ;
if (depAndPost != null) {
par armet er Map. put ( Par anet er Const ant s. FI NE_PCSI TI ON, depAndPost ) ;
par armet er Map. put ( Par anet er Const ant s. FI NE_OLD_POSI TI ON, depAndPost) ;
}
if (custonRole != null) {
par amet er Map. put ( Par anet er Const ant s. FI NE_RCOLE, custonRol e);
par anet er Map. put ( Par amet er Const ant s. FI NE_OLD_ROLE, custonRol e);

}

/**

* {@ink ServerConfi g#i sTokenFronCooki e()}truecookie

* Par anet er (REPORT- 15581 TokenResour ce. HEADER) -> Header -> Cookie
* @aramreq request

* @eturn token

*/

private static String get Token(HttpServl et Request req) {



String token;
if (ServerConfig.getlnstance().isTokenFronCookie()) {
token = Networ kHel per. get TokenFr omCooki e(req);
if (!IStringUils.isEnpty(token)) {
return token;
}

}
token = Networ kHel per. get TokenFronPar aneter (req);

if (!StringUtils.isEmpty(token)) {
return token;
}
token = Networ kHel per. get TokenFr omHeader (req);
return StringUtils.isEnpty(token) ? NetworkHel per. get TokenFronCooki e(req) : token;

| *x*
*

*

* @aramrequest http
* @eturn
*/
private static SinpleUser getCurrentSinpl eUser FromRequest (Htt pSer vl et Request request) {
try {
String token = get Token(request);
if (StringUtils.isNotBlank(token)) {
Clains clainms = JwtUtils. parseJW(token);
return SinpleUser.create(clains.getSubject(), clains.getDescription());
}
} catch (Exception e) {
Fi neLogger Factory. get Logger().info("can't find username fromrequest: {}", e.getMessage());

}
return null;
}
/*-k
* HTTPURL

*

* @aramreq HTTP

* @eturn URL

*/

public static String getOriginal URL(Htt pServl et Request req) {
return NetworkHel per. get Origi nal URL(req);

}

* 1P

* @aramreq HTTP
* @eturn IP
*/
public static String getlpAddr(HttpServletRequest req) {
String ip = req. get Header ("x-forwarded-for");
if (StringUtils.isEmpty(ip) || "unknown".equal sl gnoreCase(ip)) {
ip = req.getHeader("Proxy-Client-1P");

}
if (StringUtils.isEmpty(ip) || "unknown".equal sl gnoreCase(ip)) {
ip = req.get Header ("W.-Proxy-Cient-1P");
}
if (StringUtils.isEmty(ip) || "unknown".equal sl gnoreCase(ip)) {
ip = req.get Renot eAddr ();
}
/Inullreturn, Apache, Squidl P
return StringUtils.isEnpty(ip) ? "unknown" : ip;
}
/**
* | P

*

* @aramip IP
* @eturn truefal se



*/
public static boolean isLocal Host(String ip) {
return "127.0.0.1".equal s(ip) || "local host".equals(ip) || (ip!=null &% ip.startsWth("0:0:0:0:0:0:0:
1"));
}

| **

* HTTP

*

* @aramreq q

* @eturny

*/

public static int recei vePageNunber (HttpServl et Request req) {
int pn = 0;

String pnVal ue = WebUtil s. get HTTPRequest Par anet er (req, "pn");
if (pnvalue !'= null) {

Nunber num = Utils. string2Nunber (pnVal ue);

/1 al ex: numul I'i nt Val ue, , pnl nt eger. MAX_VALUE

if (num==null || (pn = numintValue()) < 0) {

pn = I nteger. MAX_VALUE;

}

}

return pn;

* @aramreq HITP
* @eturn
*/
public static Device getDevice(HttpServl et Request req) {
return NetworkHel per. getDevice(req);
}

public static Format get ResponseContent Format (Htt pServl et Request req) {
return Networ kHel per. get ResponseCont ent For mat (r eq) ;
}

/**
* req
*
* @aramreq HTTP
* @eturn
* @ate 2014-12-1-4:39: 44
*/
public static Local e getlLocal e(HttpServl et Request req) {
if (req == null) {
return General Context. getLocal e();

}

/1fr_locale, js_fr__locale__
String localeStr = WbUtils. get HTTPRequest Paraneter (req, Constants.__FR LOCALE_);
local eStr = localeStr == null ? WbUtils.getHTTPRequest Paraneter(req, "_ fr_locale__") : localeStr;

I,

if (StringUtils.isEmpty(localeStr) &% "zh_CN'.equal s(String.valueX (req.getlLocale()))) {
return Local e. CH NA;

}

return General Uil s.createlLocal e(replaceScript4Xss(localeStr), req.getlLocale());

* |mportcss, htm

* @aram ca

* @eturn htm

* @ate 2014-12-3-7:45:14

*/

public static String get CSSLi nks(Cal cul ator ca) {



return get CSSLi nks(ca, null);

* |Inportcss, htnl

* (@aram ca
* @aramattr
* @eturn htm
* @ate 2014-12-3-7:45:14
*/
public static String get CSSLi nks(Cal cul ator ca, |nportJsCssProvider attr) {
String[] csses = getlnportedCSS(attr);
StringBuil der cssBuffer = new StringBuilder();
for (String inportString : csses) {
try {
/1
importString = TenplateUtils.render(inportString, ca);
cssBuf fer. append("<link rel =\"styl esheet\" type=\"text/css\" href=\"");
if (I10QUtils.isOnlineUrl (importString)) {
cssBuf fer. append(i nportString);
} else {
cssBuf f er. append( Sat eVari abl eManager . get (\WebSer ver Const ant s. FI NE_CONTEXT_PATH) )
.append(inmport String.startsWth(CoreConstants. SEPARATOR)
? inmportString : CoreConstants. SEPARATOR + inportString);
}
cssBuf fer. append("\"></1ink>").append('\n');
} catch (Exception e) {
/1 doNot hi ng
}
}
return cssBuffer.toString();

}

/**
* Inmportjs, javascript
*
* @aram ca
* @eturn javascri pt
* @ate 2014-12-3-7:45:14
*/
public static String getJSLinks(Cal culator ca) {
return getJSLinks(ca, null);

}

/**

* |Inportjs, javascript

*

* @aram ca

* @aramattr

* @eturn javascript

* @ate 2014-12-3-7:45:14

*/

public static String getJSLinks(Cal culator ca, |nportJsCssProvider attr) {
return getJSLinks(ca, attr, false);

}

| **

* Importjs, htmljavascript

*

* (@aram ca

* @aramattr

* @aramisH n Tag htnl

* @eturn htnljavascript

* @late 2014-12-3-7:45:14

*/

public static String getJSLinks(Cal cul ator ca, |nportJsCssProvider attr, boolean isH m Tag) {
String[] jses = getlnportedJdS(attr);
StringBuilder jsBuffer = new StringBuilder();
for (String inmportString : jses) {

try {



/1
importString = TenplateUtils.render(inportString, ca);
jsBuffer.append("<script type=\"text/javascript\" src=\"");
if (I10Utils.isOnlineUrl (inmportString)) {

j sBuf fer.append(inmportString);
} else {

j sBuf f er . append( Sat eVari abl eManager . get (WebSer ver Const ant s. FI NE_CONTEXT_PATH) )

.append(inport String. startsWth(CoreConstants. SEPARATOR)
? inmportString : CoreConstants. SEPARATOR + inportString);
}
j sBuf fer.append("\"></script>").append('\n");
} catch (Exception e) {

/1 doNot hi ng

}
}
return isHm Tag ? jsBuffer.toString() : CodelUtils.javascriptEncode(jsBuffer.toString());
}
/**
* css

*

* @aramattr
* @eturn css
* @ate 2014-12-3-7:47:10
*/
private static String[] getlnmportedCSS(InportJsCssProvider attr) {
java.util.Set<String> set = new java.util.LinkedHashSet<String>(); // Set
I mport JsCssProvi der gl obal Attr = getd obal WebAttr();

if (global Attr !'= null) {
set.addAl | (Arrays. asLi st (gl obal Attr.get CSSI nport()));
}

if (attr !'=null) {
set.addAl | (Arrays. asList(attr.getCSSl nmport()));

}
return set.toArray(new String[0]);
}
/**
* web

*

* @eturn web
* @ate 2014-12-4-8:51:38
*/
private static | nmportJsCssProvider getd obal WebAttr () {
Cl ass gl obal Attr = Stabl eFactory. get Markedd ass( | nportJsCssProvi der. XML_TAG, | nportJsCssProvider.cl ass);
return (I nmportJsCssProvider) ConfigContext.getConfiglnstance(global Attr);
}

/*-k

* J'S

* @aramattr

* @eturn js

* @late 2014-12-3-7:47:10

*/

private static String[] getlnmportedJS(InportJsCssProvider attr) {
java.util.Set<String> set = new java.util.LinkedHashSet<String>(); // Set
I nportJsCssProvi der gl obal Attr = getd obal WebAttr();

if (global Attr !'= null) {
set.addAl | (Arrays. asLi st (gl obal Attr.getJSInport()));
}

if (attr !'=null) {
set.addAl | (Arrays. asList(attr.getJSInmport()));
}

return set.toArray(new String[0]);



NetworkHelper.java

package com fr. dat a;

import com fr.base. Server Confi g;

inport comfr.base. TenplateUtils;

import comfr.general.ConparatorUtils;

inport comfr.general.General Uils;

import comfr.general.http. Htpdient;

import com fr.general . web. Par anmet er Const ant s;
import com fr.plugin.injectabl e. Pl ugi nMdul e;
import comfr.stabl e. CodeUtils;

inport com fr.stabl e. EncodeConst ant s;

inport comfr.stable.StringUils;

import comfr.stable.fun.PrintWiterProcessor;
import com fr.stabl e. fun. Request Par anet er Handl er;
import comfr.stable.fun. Servl et URLTr ansf or er ;
import com fr.stabl e. plugin. Extrad assManager Provi der;
import com fr.stabl e. web. Devi ce;

import comfr.stabl e. web. Format;

i nport javax.servlet.http. Cookie;

import javax.servlet.http. HtpServl et Request;
import javax.servlet.http. HtpServl et Response;
import java.io.ByteArrayl nput Stream

import java.io.|CException;

inport java.io.lnputStream

import java.io.PrintWiter;

i mport java.io.UnsupportedEncodi ngExcepti on;
i nport java. net.URLDecoder;

import java.util.lterator;

import java.util.Map;

inmport java.util. Set;

/**

* @uthor richie
* @late 14/11/17
* @ince 8.0

*/
public class NetworkHel per {
/*-}r
*
*/

@uppr essWar ni ngs( " Waker Access")
public static final String POST_EMPTY_SESSI ON = " POST_EMPTY_SESSI ON';

private static final String DEPRECATED DEVI CE_KEY = "__device__";
private static final String DEVI CE_KEY = "deviceType";

| **

* Servel t

* @aramreq HTTP
* @eturn URL
* @ate 2014-9-25-7: 46: 46
*/
public static String createServl et URL(Htt pServl et Request req) {
return createServl et URL(req, ServerConfig.getlnstance().getServletNane());

}

| *x*

* Servel t

* @aramreq HTTP
* @eturn URL
* @late 2014-9-25-7:46: 46



*/
public static String createServl et URL(Htt pServl et Request req, String servletNanme) {
StringBuil der urlBuf = new StringBuilder();

/] peter:
Il 1P
Il 1P

ur | Buf . append(req. get Cont ext Pat h());
ur | Buf . append("/"). append(servl et Nane) ;

Ext raCl assManager Provi der extra = Pl ugi nModul e. get Agent ( Pl ugi nMbdul e. ExtraCore) ;
if (extra!=null) {
Set <Servl et URLTr ansforner> set = extra.get Array(Servl et URLTr ansf ormer. XM_._TAG) ;
for (ServletURLTransfornmer transformer : set) {
if (transforner.accept(req)) {
return transformer.transforn(req, url Buf);
}
}
}
return url Buf.toString();
}

| **

* req | nputStream

*

* @aramreq HITP

* @eturn
* @ate 2014-9-29-3:21:14
*/
public static |nputStream get Request | nput Strean(HttpServl et Request req) {
/1reqREQ IN
byte[] bytes = (byte[]) req.getAttribute(DataBaseUtils. REQIN);
if (bytes == null || bytes.length == 0) {
/1
if (req.getAttribute(HtpCient.CLOSED) == null) {
try {
/lreq
return reg.getlnputStrean();
} catch (I CException e) {
t hrow new Runti nmeException("Network transfer exception", e);
}
} else {
bytes = new byte[O0];
}
}
return new Byt eArrayl nput St rean( byt es);
}
/**
* HITP
*
* @aramreq HTTP
* @ar am par aNane
* @eturn
*/
public static String get HTTPRequest Par anet er (Htt pSer vl et Request req, String paraNane) {
/*
*  Browsercj kEncode
* cj kEncode
* paraNanecj kEncoder eq
*/
return get HTTPRequest EncodePar anet er (req, paraNanme, true);
}
/**
*
*
* @aramreq HTTP
* @ar am par aNanes
* @eturn



public static String get HTTPRequest Paranet er (H t pSer vl et Request req, String... paraNanmes) {
if (paraNanes != null) {
for (String paraName : paraNanes) {
String result = get HTTPRequest Paranmet er (req, paraNane);
if (result !'=null) {
return result;

}
}
}
return StringUils. EMPTY;
}
/**
* HTTP
*
* @aramreq HTTP

* @aram par aName

* @eturn bool ean

*/

public static bool ean get HTTPRequest Bool Par anet er (Ht t pSer vl et Request req, String paraNane) {
return Bool ean. par seBool ean( Net wor kHel per. get HTTPRequest Par anet er (req, paraNane));

* HTTP-1

* @aramreq HTTP
* @aram par aName
* @eturn int
*/
public static int get HTTPRequest | nt Paraneter (Htt pServl et Request req, String paraNane) {
return get HTTPRequest | nt Paranet er (req, paraNane, -1);
}

/**
* HITP
*
* @aramreq HTTP
* @ar am par aNane
* @ar am def aul t Val ue
* @eturn reqdefaul tVal ue
*/
public static int getHTTPRequest| nt Paraneter(HttpServl et Request req, String paraNane, int defaultValue) {

if (req ==null) {
return defaul tVal ue;
}
String paraneterVal ue = get HTTPRequest Par anet er (req, paraNane);
Nunber num = General Wil s. string2Nunber (paranet er Val ue) ;
if (num==null) {
return defaultVal ue;
}
return numintVal ue();

}

/**
* sessionlD
*
* @aramreq HTTP
* @eturn session
*/
public static String get HTTPRequest Sessi onl DPar anet er (Ht t pSer vl et Request req) {
return get HTTPRequest Par amet er (req, Paranet er Constants. SESSION_| D) ;

* @aramreq HTTP
* @eturn
*/



public static String get HTTPRequest Fi | eNanePar anet er (Ht t pSer vl et Request req) {
return get HTTPRequest Par anet er (req, ParaneterConstants.__FI LENAVE );
}

/**
* HTTP
*
* @aramreq
* @aram par aName
* @ar am encode url - decode
* @eturn String
*/
public static String get HTTPRequest EncodePar anet er (H t pSer vl et Request req, String paraNanme, bool ean encode)

Ext raCl assManager Provi der provi der = Pl ugi nModul e. get Agent ( Pl ugi nMbdul e. ExtraCore) ;
Request Par anet er Handl er handl er;
if (provider == null) {

handl er = Def aul t Request Par anet er Handl er . get | nst ance() ;
} else {

handl er = provider. get Si ngl e( Request Par armet er Handl er . XML_TAG) ;

if (handler == null) {

handl er = Def aul t Request Par anet er Handl er. get | nst ance() ;

}
}
oj ect returnVal ue = handl er. get Par anet er Fr onHeader (req, paraNane);
if (returnValue == null) {
returnVal ue = handl er. get Par anet er FronRequest (req, paraName);
}
if (returnValue == null) {
returnVal ue = handl er. get Paraneter FromAttri bute(req, paraNane);
}
/'l al ex:reqtypeSensitive
if (returnvValue == null) {
returnVal ue = handl er. get Par amet er Fr omJ SONPar anet er s(req, paraNane);
}
//wei : bugl0637, session
if (returnValue == null) {
returnVal ue = handl er. get Par anet er Fr onSessi on(req, paraNane);
}
if (returnvValue == null) {
/] p:decode. [4554], nane.
/1 al ex:[9853]req
paraNanme = Codeltils. cj kEncode( par aNane) ;
returnVal ue = handl er. get Par anet er Fr onRequest (req, paraNane);
if (returnvValue == null) {
returnVal ue = handl er. get Paraneter FromAttri bute(req, paraNane); /] peter:Struts,.
if (returnValue == null) {
returnVal ue = handl er. get Par anet er Fr onSessi on(req, paraNane);
}
}
}
return encode ? checkURLDecode(returnValue) : General Utils. objectToString(returnValue);
}
/**

* post, session, sessionid, return null.
* return POST_EMPTY_SESSION, sessionid != null && xxxxx(sessionid)
*
* @aram returnVal ue
* @eturn {@ink NetworkHel per #POST_EMPTY_SESSI O\}
*/
@Buppr essVar ni ngs( " Waker Access")
protected static bool ean i sPost Enpt ySessi on( Cbj ect returnVal ue) {
return POST_EMPTY_SESSI ON. equal s(returnVal ue);

}

private static String checkURLDecode(Object str) {
if (str == null) {



return null;

}

/1'url encodeURI Conponent (encodeURI Conponent (" +"))
/I decodeText //bug
String tenp = Codeltils. decodeText (String.val ued (str));

try {
/18125 29122 j sencodeURI Conponent (utf-8)
/1 neil:encode, ascii(STR_ENCl), encodeweb,
/'l req.getParaneter GBK UTF-8 |SO 8859-1 [STR _ENC1],
/'l jsencode, utf-8(tontat), , javaURLDecoder.decode
return URLDecoder. decode(tenp, EncodeConstants. ENCODI NG UTF_8);
} catch (UnsupportedEncodi ngException e) {
return null;
} catch (Il egal Argurment Exception e) {
/ / URLDecoder
return tenp;

/**

* HTTPURL

*

* @aramreq HTTP

* @eturn URL

*/

public static String getOriginal URL(Htt pServl et Request req) {
return getOriginal URL(req, true);

}

/**
* HTTPURL
*
* @aramreq req HTTP
* @aram decodeQueryString queryString
* @eturn URL
*/
public static String getOriginal URL(Htt pServl et Request req, bool ean decodeQueryString) {
return getOriginal (req, true, decodeQueryString);
}

/**
*ouri ()
*
* @aram request http
* @ar am decodeQueryString
* @eturn String uri
*/
@uppr essWar ni ngs( " Waker Access")
public static String getOriginal URI (HttpServl et Request request, bool ean decodeQueryString) {
return getOriginal (request, false, decodeQueryString);
}

private static String getOiginal (HtpServl et Request req, bool ean w thPrefix, bool ean decodeQueryString) {
if (req ==null) {
return "";

1

}
StringBuffer sb = withPrefix ? req.get RequestURL() : new StringBuffer(req.getRequestURI());
Map pMap = req. get Paranet er Map() ;
Iterator itr = pMap.entrySet().iterator();
bool ean isFirst = I'sb.toString().contains("?");
while (itr.hasNext()) {
Map. Entry entry = (Map. Entry) itr.next();
if (isFirst) {
sb. append(' ?');
isFirst = fal se;
} else {
sb. append(' & );
}
sbh. append(entry. getKey().toString());



sbh. append(' =');
sb. append( get HTTPRequest EncodePar aneter (req, entry.getKey().toString(), decodeQueryString));
}

/'l encode, cjk([])encodeURl Conponent (url &=123),
/1 url, encodeURl.
return sbh.toString();

* (@aram resource

* @aram response HITP

*  @ar am map

* @hrows java.io.|OException e

*/
public static void witeCQutTenplate(String resource, HtpServletResponse response, Map map) throws
| OException {
PrintWiter witer = createPrintWiter(response);
Tenpl ateUtils. deal Wt hTenpl ate(resource, witer, map);
witer.flush();
witer.close();
}
/**

* @aramres HITP

* @eturn

* @hrows java.io.|lOException e

*/

public static PrintWiter createPrintWiter(HtpServletResponse res) throws | OException {
return createPrintWiter(res, ServerConfig.getlnstance().getServerCharset());

* @aramres HTTP

* @aram char set Nane

* @eturn

* @hrows java.io.|OException e

*/

public static PrintWiter createPrintWiter(HttpServl et Response res, String charsetNanme) throws | OException

PrintWiterProcessor processor = null;
ExtraC assManager Provi der provi der = Pl ugi nMbdul e. get Agent (Pl ugi nModul e. Ext raCore);
if (provider !'= null) {

processor = provider.getSingle(PrintWiterProcessor. MARK_STRI NG ;

}
if (processor == null) {
processor = Defaul tPrintWiterProcessor. getlnstance();
}
return processor.createPrintWiter(res, charsetNane);
}
/**

*

*

* @aramres HITP
*/
public static void setCacheSettings(HttpServletResponse res) {

[/ marks:ie6
/I mar ks: cacheht t ps
/1 carl:3bug0004207.
res. set Header (" Cache-Control ", "public");
res. set Header (" Cache-Control ", "nmax-age=3");
/1 reset,buffer.
/1 Wbl ogi cbuf fer.
res.reset();



}

/**
*

*

* @aramreq HITP
* @eturn
*/
public static Device getDevice(HttpServl et Request req) {
String device = getDeviceType(req);
if (StringUtils.isNotBlank(device)) {
return Device. parse(device);
}
[wei: .
return Device. par se( Net wor kHel per. get HTTPRequest Par anet er (r eq, DEPRECATED DEVI CE_KEY) ) ;
}

public static Format get ResponseContent Format (Htt pServl et Request req) {
Devi ce device = getDevice(req);
if (device.isMbile()) {
return Format. JSON;
}
return Format. par se( Net wor kHel per. get HTTPRequest Paraneter(req, "_ format__"));

}

/**
* Cooki et oken
* @aram request request
* @eturn token
*/
public static String get TokenFronCooki e( Ht t pSer vl et Request request) {
Cooki e[] cooki es = request. get Cookies();
if (cookies !'= null) {
for (Cookie cookie : cookies) {
if (ConparatorUils.equal s(cookie.getNanme(), ParaneterConstants. TOKEN_NAMVE)) {
return cooki e. get Val ue();
}
}
}
return null;

}

/**
* Header Authorizationtoken
* @aram request request
* @eturn token
*/
public static String get TokenFronHeader (H t pServl et Request request) {
String authorization = request. get Header ( Par anet er Const ant s. AUTHORI ZATI ON_HEADER) ;
if (StringUtils.isNotEnpty(authorization)) {
return authorization. substring(ParaneterConstants. AUTHORI ZATI ON_PREFI X. | engt h());
} else {
return StringUils. EMPTY;
}
}

/**

* Par anet ert oken

* @aram request request

* @eturn token

*/

public static String get TokenFronParaneter (Ht t pServl et Request request) {

return get HTTPRequest Par amet er (r equest, Par anet er Const ant s. TOKEN_NAME) ;

}

private static String getDeviceType(HttpServl et Request req) {
String deviceType = req. get Header ( DEVI CE_KEY) ;
if (StringUtils.isNotBlank(deviceType)) {
return deviceType;

}
devi ceType = (String) req.getAttribute(DEVI CE_KEY);



if (StringUils.isNotBlank(deviceType)) {
return deviceType;
}
devi ceType = Networ kHel per. get HTTPRequest Par anet er (r eq,
if (StringUtils.isNotBlank(deviceType)) {
return devi ceType;
}
devi ceType = req. get Header ( DEPRECATED_DEVI CE_KEY) ;
if (StringUils.isNotBlank(deviceType)) {
return devi ceType;

}
return (String) req.getAttribute( DEPRECATED DEVI CE_KEY);
}
}
I
WebUtils

com.fr.stable.fun.RequestParameterHandler

DEVI CE_KEY) ;
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